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% EI"?‘ = xh-ll i 'Tlnll' EI [ General Y Attach ] IP Auth ] Extended Atiributes YN

POP Name
[CloudPubliclPControl |

POP Properties
rGeneralTAttacthP AuthTExtended Attributes_ List of all IP Auth

Create... Delete
POP Name Audit Level Select|Network Netmask Authentication Level
[CloudPubliclPControl | Permit Any Other Network 0
Deny .
Description Error [ ] 211.212.202.54 255.255.255.255 Forbidden
|Cloud Public IP based Control [~ Admin L] 172.31.24.4 255.255.255.255 Forbidden

Create IP Authenticati
[VIWarn Only On Policy Violation Quality of Protection
ﬂ POP Name

ICloudPubliclPControl |

Time of Day Access

[]Sunday + Network
Monday OAIll Day | [1Any Other Network
TWuecsl'.dayd (® Between hours of: Start Time: Netmask
ednesday . +Netmas

M Thursday End Time: |
Friday @®@Local Time OUTC Time
[ ] Saturday +Authentication Level

0 [IForbidden

Create |  Cancel |
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Access Policies - Access Policy Dump

importClass (Packages.com.ibm. security.access.policy.decision.Decision) ; ~
importclass (Packages.com.ibm. security.access.policy.decision.HtmlPageDenyDecisionHandler) ;
importPackage (Packages.com.tivoli.am.fim.trustserver.sts.utilities);

//This access policy denys the user from running a successful Single Sign On, print all the context information such

var BAllowedIPRanges = [
['14.63.75.1","'14.63.75.126"],
['221.149.38.1"','221.149.38.254"],
['221.149.39.1"',"'221.149.35.254"],
['210.13.75.57','210.13.75.62"],
['182.18.15.89','1682.18.15.94"],
['4.16.175.57"',"4.16.175.62"]1,
['114.203.208.1",'114.203.208.254"],
['185.46.212.88",'185.46.212.88"],
['104.125.202.1",'104.129.203.254"],
['165.225.34.1","165.225.35.254"],
['165.225.50.1"',"'165.225.51.254"]
1:
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Manage Application Databases

General Configuration

IP Reputation Database:
_/ Auto Update

IBM Security

IBM Security Access Manager

Home | Monitor Secure {251 Manage
Appliance Dashboard Analysis and Diagnostics Mobile Settings System Settings
Access Control Policies Resources Attributes Obligations
Save Cancel
Mame:

Check Risk Score and Malware

Description: | permit access if low risk score and ip reputation is not
malware
» Subjects
+ Rules (1) 7 Precedence: Permit + 7) Aftributes: Optional +
1 If | an |~ | aretue
riskScore || == | = 50 Eld
not | ipReputation ~ || has member |~ Malware Elg

) Then Permit -

OK Cancel

and

Fon=
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Sign in securely from
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Login ID: testl(@ibmtest.net
Group: sales
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@ Secret Server Search Secrets E=X] HoME ToOLS ADMIN  REPORTS H. © &

3
An update is available (10.5.000003)

Advanced | Basic

J Browse ||Reporting Dashboard ¢ * |T|

+ Content
Find Folder Q | Q| Advanced Create Secret @
@[ <All Folders > - s N Fold - I _
g3 Personal Folders eeret OIaer emplate Create New
() Critical Accounts [ iamlab.ibm.com\wina... Windows Systems Active Directory Acco... | < Select > ﬂ‘
(") Linux Systems
() Router Devices [0 iamlab.ibm.com\wina... Windows Systems AD Account - Fixed M... Favorite Secrets o
() Service Accounts . . ) , o
[ 5QL Server Accounts [0 iamlab.ibm.com\wind... Windows Systems Active Directory Acco... CENTOS Root Account
[= Windows Systems [0 windows Client Admi... Windows Systems Windows Account . 7o
Expired Secrets cw
M « Pageof1 » M view 1-40f4 [N ] )
< Select Bulk Operation > ﬂ iamlab.ibm.com\privmanager
iamlab.ibm.com\secretserver
(Drag a folder to create a tab.) iamlab.ibm.com\windowsadmin1
=l
Secret Template Distribution co
Session Monitoring 2@  Request Management K
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Session Playback Search
Search Filters |Search for Sessions I Search |
Search Across ~  Showing 1to 100f53 jp ) Page|1]v|

Secret Name

secret tems Cent0S SSH Key Rotation - Accessed By admin oy

Username PUTTY -12/3/2018 05:06 PM- 0:00:44
Proxy Session Client Data 192.168.42.11

RDP Keystroke Data [ \sio\y secret

W W

Date ~  CentOS SSH Key Rotation - Accessed By admin u
PuTTY +12/3/2018 05:02 PM- 0:03:36

Last 30 Days
192.168.42.11

Status - View Secret

All CentOS SSH Key Rotation - Accessed By admin u
PuTTY -12/3/2018 05:01 PM- 0:00:26

Launcher Type  ~  192.168.42.11

All View Secret
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Session Summary

Session Secret: CentOS SSH Key Rotation Session User: admin Session Start: 12/3/2018 05:06 PM
Machine: 192.168.42.11 Launcher Used: PuTTY Session End: 12/3/2018 05:07 PM

Search Session Activity

Activity Type: | Keystroke|™ Keyword:‘

Elapsed Type Activity

00:00:01 =@ 1

00:00:01 cmd1 -al
00:00:13 cmd1

00:00:13 pwd

00:00:13 cmd1 -sdjflsdjfls
00:00:13E «d..

00:00:13 exit

View entire SSH Session Log

0000000

[ . ‘L—J—J—S(m

/ > " P~ Keystrokes ll
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Change Password Remotely

By clicking the change button, the password on the remote device will be queued for an immediate change.

Secret Name CentOS SSH Key Rotation

Next Password ﬂ‘ *

SSH Key [VIGenerate New SSH Key
Next Private Key Passphrase ﬂ‘
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AutoChange Schedule

o The AutoChange Schedule will be saved and run in Secret Server's time zone which is curre|

ODaily

OWeekly ODay |-1 of every (months).

®Monthly

ONone @ The ‘ First u ‘ Sunday H of every (100  * (months).

Starting on: |12/6/2018 Changing at: ‘02:00 AM

Only change password when Secret is expired [
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@ibmsecurity
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